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Abstract— As the information is transmitted over the public domain, it suffers from different security threats.  

When the digital information is presented on this public web, it is required to authenticate the information to 

secure is from theft.  Watermarking provides such authentication by embedding the authentication signature in 

the digital media itself. In this paper, an exploration to the watermarking approach is defined along with 

different methodologies. The paper has discussed the security concerns and the relative approaches to enhance 

the information security. The work is here focused on generic approaches that can provide security on 

different media types.  
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I.  INTRODUCTION  

 

Today, most of the information is present in the form of digital content available in different media forms such as images, 
audio, video etc. When the information is subjective to a particular person or the organization, it is required to reserve the 

information copyrights to that particular individual. Using this digital contents, without the permission of authentication 

person, is  a serious offence. There is the requirement to protect such kind of sensitive digital media from theft. 

Watermarking provides such an approach to reserve the person to particular individual or the firm. Watermarking actually 

embed this authenticated information, symbol, logo or signature in the digital media itself. This embedding is performed 

either in the visible or invisible form.  

 

There are number of watermarking approaches opted by different researchers and organizations. These methodologies depend 

on the media type as well as the sensitivity of the information content and size of the information content. The media content 

in which the authentication information object is embedded is called cover object. The cover object can be an image, audio or 

the video.   The basic model of watermarking is shown in figure 1. 
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Figure 1 : Watermarking Model 

 

The model is showing cover object in the form of a generic media form that is required to authenticate. The authentication 

object here is defined as the reserved symbol to the individual or the firm. In this model, a secret key is defined to encode the 
information object to enhance the security level. The watermarking algorithm is here applied to hide the authentication object 

in the cover object. Finally the embedded object will be obtained as the final information object. 

 

To perform this security, the third party is involved. The third party is actually responsible for the key sharing and to enhance 

the security. Here the cryptography can be integrated with watermarking approaches to improve the security level. This 

cryptographic operation will be handled by using some secrecy key(Sk). This cryptographic process is optional so that 

defined in dotted rectangular box. As the Watermarking process is performed over these input operations, finally single 

embedded object will be obtained. In the equational form the Watermarking process is given as 

 

EO = Watermarking (MO, O)   (i) 

 
Here equation (i) is showing the Watermarking process without incorporating the cryptographic process. To achieve the 

security along with robustness, the cryptographic process can also be embedded, shown in equation (ii). 

 

EO = Watermarking (MO, O,Sk)  (ii) 

 

The recovery process from the embedded Object(EO) is reversed to the Watermarking process and the Watermarking 

recovery model is shown in figure 1.2. 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

 

Figure 2 : Watermarking Recovery Process 
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As we can see, the major input to the process is the Embedded  multimedia object(EO). Now to check the authenticity or to 

verify the existence of a particular hidden object(O) we need the availability of the original Multimedia object(MO) or the 

Watermarking Object. If the authentication of the Watermarking process is done under cryptographic approach, there is the 

requirement of relative secret key. As the recovery process is performed, the actual Watermarking will be obtained or the 

proof of its existence will be obtained[1]. The recovery process is shown by equation (iii) 

 
ConfidenceMeasure = WatermarkingRecovery(EO, O)   (iii) 

In case of cryptographic authentication, the recovery process is given by using equaition (iv) 

 

ConfidenceMeasure = WatermarkingRecovery(WO, O, Sk)   (iv) 

 

In this section, the introduction to the watermarking process is defined along with standard models. In section II, the work 

done by the earlier researchers is discussed. In section III, some of the effective watermarking methodologies are discussed. 

In section IV, the conclusion obtained from the work is presented.                

II. LITERATURE REVIEW 

 

In this section, the work done by the earlier researchers is discussed. In spatial domain methods a Stenographer modifies the 

secret data and the cover medium in the spatial domain, which is the encoding at the level of the LSBs. This method has the 
largest impact compared to the other two methods even though it is known for its simplicity. Embedding in the 4th LSB 

generates more visual distortion to the cover image as the hidden information is seen as “non-natural”. This technique in 

producing fingerprinted secret sharing Watermarking for robustness against image cropping attacks. Their paper addressed 

the issue of image cropping effects rather than proposing an embedding technique. The logic behind their proposed work is to 

divide the cover image into sub-images and compress and encrypt the secret data. The resulting data is then sub-divided and 

embedded into those images portions. To recover the data a Lagrange Interpolating Polynomial was applied along with an 

encryption algorithm. The computational load was high, but their algorithm parameters, namely the number of sub-images 

(n) and the threshold value (k) were not set to optimal values leaving the reader to guess the values [Potdar et. al., 2005]. 

Shirali-Shahreza exploited Arabic and Persian alphabet punctuations to hide messages. While their method is not related to 

the LSB approach, it falls under the spatial domain. Unlike English which has only two letters with dots in their lower case 

format, namely “i” and “j”, Persian language is rich in that 18 out of 32 alphabet letters have points [Shirali-Shahreza, 2006]. 
The secret message is binarized and those 18 letters’ points are modified according to the values in the binary file. Colour 

palette based Watermarking exploits the smooth ramp transition in colors as indicated in the colour palette. The LSBs here 

are modified based on their positions in the said palette index. They were in favor of using BMP (24-bit) instead of JPEG 

images [Johnson & Jajodia, 1998]. Their next-best choice was GIF files (256-color). BMP as well as GIF based 

Watermarking apply LSB techniques, while their resistance to statistical counter attack and compression are reported to be 

weak [Kong et. al. 2005, Fridrich et. al. 2002]. BMP files are bigger in size than other formats which render them improper 

for network transmissions. JPEG images however, were at the beginning avoided because of their compression algorithm 

which does not support a direct LSB embedding into the spatial domain [Fridrich et al., 2002] claimed that changes as small 

as flipping the LSB of one pixel in a JPEG image can be reliably detected. The experiments on the Discrete Cosine 

Transform (DCT) coefficients showed promising results and redirected researchers’ attention towards this type of image. In 

fact acting at the level of DCT makes Watermarking more robust and not as prone to many statistical attacks. Spatial 

Watermarking generates unusual patterns such as sorting of colour palettes, relationships between indexed colors, 
exaggerated “noise”, etc, all of which leave traces to be picked up by Extraction tools. This method is very fragile. There is a 

serious conclusion drawn in the literature. “LSB encoding is extremely sensitive to any kind of filtering or manipulation of 

the stego-image. Scaling, rotation, cropping, addition of noise, or lossy compression to the stego-image is very likely to 

destroy the message. Furthermore an attacker can easily remove the message by removing (zeroing) the entire LSB plane 

with very little change in the perceptual quality of the modified stego-image”. Almost any filtering process will alter the 

values of many of the LSBs. By inspecting the inner structure of the LSB, [Fridrich et al., 2002] claimed to be able to extract 

hidden messages as short as 0.03bpp (bit per pixel). Xiangwei stated that the LSB methods can result in the “pair effect” in 

the image histograms. This “pair effect” phenomenon is empirically observed in Watermarking based on the modulus 

operator [Xiangwei et al., 2007]. This operator acts as a means to generate random (i.e., not sequential) locations to embed 

data. It can be a complicated process or a simple one like testing in a raster scan if a pixel value is even then embed, 

otherwise do nothing. Avcibas and co-author applied binary similarity measures and multivariate regression to detect what 
they call “telltale” marks generated by the 7th and 8th bit planes of a stego image [Avcibas et al., 2001]. 
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III. WATERMARKING APPROACHES 

 
Watermarking methods are divided in two main categories called domain specific and the transformation specific.  In case of 

spatial domain based approaches, the information message is directly embedded in the information object. The pixel 

replacement is here performed to achieve the watermarking. These kind of approaches includes the LSB(Least Significant 

Bit), Bit plane complexity based approach. LSB is considered as the most basic approach in which the last bit of each pixel is 

replaced to perform the watermarking. This kind of approach performs the pixel or the bit level substitution over the coer 

object. In case of bit plane complexity approach, the block level replacement is defined. In such approaches, the cover object 

is decomposed in smaller objects and the block extraction is performed over it.  Once the blocks are obtained, the secret or 

hidden object blocks replaces this information object. DCT (Discrete cosine Transformation) and DWT (Discrete Wavelet 

Transformation) are these kind of watermarking approaches. These approaches performs the frequency or intensity level 

analysis over the cover objects to identify the effective area in which the information hiding will be performed.  

 

 

 
Figure 3 : Watermarking Approaches 

 

A) DCT Approach 

 

Discrete Cosine Transformation is defined as the sequence of data points in terms of cosine functions. These 

functions are defined as the oscillating information defined at different frequencies. DCT actually transforms the cover object 
from spatial domain to frequency domain so that the frequency level analysis will be performed over it. This kind of object 

takes the frequency analysis based decision to identify the effective area in which information hiding will be performed. This 

information includes the high and low frequency data analysis so that the intensity change over the cover object is performed. 

In general form, the information is stored in high frequency area. DCT is applied to perform information compression as well 

to perform watermarking.  

 
Figure 4 : DCT Transformation 

The steps for DCT approach are given here under 

 Accept the cover object as input to perform the transition and perform the decomposition to smaller blocks of size nxm 

 Perform the frequency or intensity level analysis on each block. 
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 Obtain the high frequency areas and represent as the mask area where the information will be stored. 

 Neglect low frequency areas and perform the effective watermarking over the cover object. 

B) Discrete Wavelet Transformation 

 

DWT is defined as another decomposition approach applied on the signal under the function set specification called wavelets. 

This algorithm is defined as the standard tool to perform frequency and location analysis over the signal. The constant value 

analysis is applied to identify the effective areas over the images. The approach divided the information object in four 

different frequency domains called horizontal, vertical, diagonal and approximate analysis. The information can be stored in 

any one of the frequency domain according to the requirement.  

 

 
Figure 5 : DWT based Watermarking 

 

C) Discrete Fourier Transformation 

 

DFT is another transformation approach used to decompose the image under the sine and cosine components. This 

transformation object converts the object in signal form under the frequency domain. The information object is converted to 

the spatial domain based transformation. The fourier domain based analysis is here defined under the frequency analysis over 

the spatial domain. The effective image area is identified to perform the information hiding over the cover object. 

 

D) Least Significant Bit 

 
One of the most common techniques used in watermarking today is called least significant bit (LSB) insertion. This method 

is exactly what it sounds like; the least significant bits of the cover-image are altered so that they form the embedded 

information. The following example shows how the letter A can be hidden in the first eight bytes of three pixels in a 24-bit 

image. 

 

            Pixels: (00100111 11101001 11001000) 

                 (00100111 11001000 11101001) 

                        (11001000 00100111 11101001) 

                             A: 01000001 

    Result: (00100110 11101001 11001000) 

                (00100110 11001000 11101000) 

                (11001000 00100111 11101001) 
 

The three underlined bits are the only three bits that were actually altered. LSB insertion requires on average that only half 

the bits in an image be changed. Since the 8-bit letter A only requires eight bytes to hide it in, the ninth byte of the three 

pixels can be used to begin hiding the next character of the hidden message. While LSB  insertion is easy to implement, it is 

also easily attacked. 

IV. CONCLUSION 

 

In this present work, the basic watermarking model is been discussed in detail. Along with this, the efforts of the different 

researchers in the area of watermarking and different watermarking approaches are also discussed in this paper. 
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