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Abstract: Cloud computing security or, more simply, cloud security is an evolving sub-domain
of computer security, network security, and, more broadly, information security. It refers to a
broad set of policies, technologies, and controls deployed to protect data, applications, and the
associated infrastructure of cloud computing.
[1] Introduction
Cloud computing is a model for enabling convenient, on-demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and
released with minimal management effort or service provider interaction. This cloud model promotes availability
and is composed of five essential characteristics, three service models, and four deployment models.

[2]Characteristics
On-demand self-service. A consumer can unilaterally provision computing capabilities, such as server time and
network storage, as needed automatically without requiring human interaction with each service’s provider.
Broad network access. Capabilities are available over the network and accessed through standard mechanisms that
promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, laptops, and PDAs).
Resource pooling. The provider’s computing resources are pooled to serve multiple consumers using a multi-tenant
model, with different physical and virtual resources dynamically assigned and reassigned according to consumer
demand. There is a sense of location independence in that the customer generally has no control or knowledge over
the exact location of the provided resources but may be able to specify location at a higher level of abstraction (e.g.,
country, state, or datacenter). Examples of resources include storage, processing, memory, network bandwidth, and
virtual machines.
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Rapid elasticity. Capabilities can be rapidly and elastically provisioned, in some cases automatically, to quickly
scale out and rapidly released to quickly scale in. To the consumer, the capabilities available for provisioning often
appear to be unlimited and can be purchased in any quantity at any time.
Measured Service. Cloud systems automatically control and optimize resource use by leveraging a metering
capability at some level of abstraction appropriate to the type of service (e.g., storage, processing, bandwidth, and
active user accounts). Resource usage can be monitored, controlled, and reported providing transparency for both
the provider and consumer of the utilized service.

[3]Service Models:
Cloud Software as a Service (SaaS). The capability provided to the consumer is to use the provider’s applications
running on a cloud infrastructure. The applications are accessible from various client devices through a thin client
interface such as a web browser (e.g., web-based email). The consumer does not manage or control the underlying
cloud infrastructure including network, servers, operating systems, storage, or even individual application
capabilities, with the possible exception of limited user-specific application configuration settings.
Cloud Platform as a Service (PaaS). The capability provided to the consumer is to deploy onto the cloud
infrastructure consumer-created or acquired applications created using programming languages and tools supported
by the provider. The consumer does not manage or control the underlying cloud infrastructure including network,
servers, operating systems, or storage, but has control over the deployed applications and possibly application
hosting environment configurations.
Cloud Infrastructure as a Service (IaaS). The capability provided to the consumer is to provision processing,
storage, networks, and other fundamental computing resources where the consumer is able to deploy and run
arbitrary software, which can include operating systems and applications. The consumer does not manage or control
the underlying cloud infrastructure but has control over operating systems, storage, deployed applications, and
possibly limited control of select networking components (e.g., host firewalls).

[4] Deployment Models:
Private cloud. The cloud infrastructure is operated solely for an organization. It may be managed by the
organization or a third party and may exist on premise or off premise.
Community cloud. The cloud infrastructure is shared by several organizations and supports a specific community
that has shared concerns (e.g., mission, security requirements, policy, and compliance considerations). It may be
managed by the organizations or a third party and may exist on premise or off premise.
Public cloud. The cloud infrastructure is made available to the general public or a large industry group and is owned
by an organization selling cloud services.
Hybrid cloud. The cloud infrastructure is a composition of two or more clouds (private, community, or public) that
remain unique entities but are bound together by standardized or proprietary technology that enables data and
application portability (e.g., cloud bursting for load-balancing between clouds).
Note: Cloud software takes full advantage of the cloud paradigm by being service oriented with a focus on
statelessness, low coupling, modularity, and semantic interoperability.

[5]Security issues associated with the cloud
Organizations use the Cloud in a variety of different service models (SaaS, PaaS, and IaaS) and deployment models
(Private, Public, Hybrid, and Community). [1] There are a number of security issues/concerns associated with cloud
computing but these issues fall into two broad categories: security issues faced by cloud providers (organizations
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providing software-, platform-, or infrastructure-as-a-service via the cloud) and security issues faced by their
customers (companies or organizations who host applications or store data on the cloud). The responsibility goes
both ways, however: the provider must ensure that their infrastructure is secure and that their clients’ data and
applications are protected while the user must take measures to fortify their application and use strong passwords
and authentication measures.
When an organization elects to store data or host applications on the public cloud, it loses its ability to have physical
access to the servers hosting its information. As a result, potentially business sensitive and confidential data is at risk
from insider attacks. According to a recent Cloud Security Alliance Report, insider attacks are the third biggest
threat in cloud computing. Therefore, Cloud Service providers must ensure that thorough background checks are
conducted for employees who have physical access to the servers in the data center. Additionally, data centers must
be frequently monitored for suspicious activity.
In order to conserve resources, cut costs, and maintain efficiency, Cloud Service Providers often store more than one
customer's data on the same server. As a result, there is a chance that one user's private data can be viewed by other
users (possibly even competitors). To handle such sensitive situations, cloud service providers should ensure proper
data isolation and logical storage segregation.
The extensive use of virtualization in implementing cloud infrastructure brings unique security concerns for
customers or tenants of a public cloud service. Virtualization alters the relationship between the OS and underlying
hardware - be it computing, storage or even networking. This introduces an additional layer - virtualization - that
itself must be properly configured, managed and secured. Specific concerns include the potential to compromise the
virtualization software, or "hypervisor". While these concerns are largely theoretical, they do exist. For example, a
breach in the administrator workstation with the management software of the virtualization software can cause the
whole datacenter to go down or be reconfigured to an attacker's liking.

[6] Cloud security controls
Cloud security architecture is effective only if the correct defensive implementations are in place. An efficient cloud
security architecture should recognize the issues that will arise with security management. The security management
addresses these issues with security controls. These controls are put in place to safeguard any weaknesses in the
system and reduce the effect of an attack. While there are many types of controls behind a cloud security
architecture, they can usually be found in one of the following categories:
Deterrent controls
These controls are intended to reduce attacks on a cloud system. Much like a warning sign on a fence or a
property, deterrent controls typically reduce the threat level by informing potential attackers that there will
be adverse consequences for them if they proceed. [Some consider them a subset of preventive controls.]
Preventive controls
Preventive controls strengthen the system against incidents, generally by reducing if not actually
eliminating vulnerabilities. Strong authentication of cloud users, for instance, makes it less likely that
unauthorized users can access cloud systems, and more likely that cloud users are positively identified.
Detective controls
Detective controls are intended to detect and react appropriately to any incidents that occur. In the event of
an attack, a detective control will signal the preventative or corrective controls to address the issue. System
and network security monitoring, including intrusion detection and prevention arrangements, are typically
employed to detect attacks on cloud systems and the supporting communications infrastructure.
Corrective controls
Corrective controls reduce the consequences of an incident, normally by limiting the damage. They come
into effect during or after an incident. Restoring system backups in order to rebuild a compromised system
is an example of a corrective control.
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[7]Cloud security requires multiple layers
The digital universe containing our photos, videos, movies, banking data, health data, tax statements and more is
doubling roughly every two years.
Securing this data is a concern. The proportion of sensitive data in the digital universe that requires protection is
growing faster than the universe itself. What's more, by 2020 nearly 40% of the information in the digital universe
will be touched by cloud computing providers.
As we collectively put more and more business as well as personal data in the cloud, we expect cloud providers to
fully secure the data. However, that's rarely the case today. Hardly a day goes by without headlines about another
significant data breach.
Cloud providers must adopt a defense-in-depth strategy for data security. This means using layers of security
technologies and business practices to make sure that data is protected in multiple ways. A good cloud security plan
starts with data encryption but certainly doesn't end there. In fact, there are five keys to cloud data security.
The first tactic that IT security professionals deploy is data encryption, which uses mathematical algorithms to hide
the real values of the data. If the data is stolen, it is meaningless without access to the algorithm, or key, to unlock it.
Encryption is a tried-and-true technology that can be used on structured data (e.g., numbers) as well as unstructured
data (e.g., text). Today's encryption schemes can preserve the format of the data and maintain critical user
functionality like searching and sorting within applications.
The next layer of defense is contextual access control. Security policies dictate who can access data from what
device and where (geographic location). For example, a doctor can access patient records using his iPad while in the
hospital but not during off-hours at home.
Data loss prevention (DLP) technology ensures that specific data is not sent to the cloud in clear text. DLP can
protect very sensitive data like social security numbers, credit card numbers and patient records by ensuring that it is
not stored in the cloud in general but if it has to be then it is first encrypted.
Application auditing creates a detailed audit trail of user actions within enterprise applications—a list of who did
what, and when. This helps administrators detect unusual activities that might indicate a data breach and it is a
fundamental pillar of all data compliance, privacy, and governance regulations.

[8]Conclusion
And finally, cloud providers must enforce all of the security policies mentioned above (e.g., encryption, access
control) as data moves from one application to another; for example, as financial data moves from credit scoring
applications to a mortgage origination application.
Data security in the cloud is critical and can't be left to chance. Cyber criminals are good at attacking weak defenses.
Only a thoughtful, multi-layered, defense-in-depth approach to security will protect our growing digital universe.
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