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Abstract:-The advancement of technology and global communication networks puts up the question of safety of
conveyed data and saved data over these media. Cryptography is the most efficient and feasible mode to transfer
security services and also Cryptography is becoming effective tool in numerous applications for information
security. This paper studies the shielding of information with the help of cryptographic function and number
sequences. The efficiency of the given method is examined, which assures upgraded cryptographic services in
physical signal and it is also agile and clear for realization.

1. Introduction

Cryptography is the branch of information security. The basic goal of cryptography is to make communication
secure in the presence of third party (intruder). Encryption is the mechanism of transforming information into
unreadable (cipher) form. This is accomplished for data integrity, forward secrecy, authentication and mainly for
data confidentiality.

The encryption is achieved by algorithm called cipher. It includes number of well defined steps that can be followed
as a process. The actual information known as plain text is first converted to unreadable format(encryption) then
reverse process takes place (known as decryption). The cipher text contains the original information but in unclear
form. It needs a proper mechanism to decrypt it. It should be like random babble to those who are not expected to
read.
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2. Recurrence Sequence

Recurrence relation or recurrence equation gives description of a series which is based on previous term and
recursively defines itself. In general, a recurrence relation links the j™ element of a sequence to its precedent. If we
have a sequence, X; XpXs ... X;, then it relates the x; to its previous terms X; X, Xs .. X1, the initial conditions for
the sequence x1 X; X5 .. X; are explicitly given.

2.1 Pell number

Pell number can be given by —

0 ifn=0
2P, + P,, Vn>1

In general term, Pell number starts with O following 1, after that it is equal to sum of double the previous term and
the term before the previous term.

The first few Pell numbers looks like —
0,1,2,5,12,29,70 ...

In matrix form, it is represented with the formula —

Forn=1,2,3,4.... » Pn_1 Py /Pns1
For n=1, the matrix P,* would be

112 1
P"1 0
For n=2, the matrix would be

2 [5 2
P‘[z 1
And so on.

Suppose a multiplicative group M which consist the set of all 2X2 matrix over set of real numbers.
Consider P* = {P1,P?,P3, ..}

P* is forming a subgroup under matrix multiplication. Moreover, Under M, for each plain text [PT]x.
their exist a cipher text CT(i) such that

CT(i)=PTXP"
The extended dimension matrix of P; can be defined as —
210
P,= [1 0 Ol
0 0 1

A representation of the matrices P," where n= 1, £2..., based on the recurrence relation for a 3x3 matrix is
mentioned below. This also represent the normal or direct and the inverse of the P," matrix, where inverse of the
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matrix P,™ is calculated as

n_ 1 [P Qq L. 1 S —q
P, —detP[r S]WhICh is equal to _ps_qr[—r p

for n=1,
210

lez[l 0 ol
0 0 1

The inverse is

010
Pl=11 =2 0

0 01

For n=2,
52 0

P,= [2 1 0]
0 0 1

The inverse is
1 -2 0
PZ'ZZ[—Z 5 ol

0 01

For n=3,
12 5 0
P23=[5 2 ol
0 0 1

The inverse is
-2 50
P2‘3=[5 - 12 ol
0 01

Similarly it can be extended to further dimension as —

00
00
10
01

S oor

Also, for any variable value y
100
P/ XP,Y = [0 1 0]
001
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2.2 Padovan sequence

Padovan number are given by recurrence relation as —
PS(n) = PS(n-2) + PS(n-3)
Basically, it is the sequence of integer with the initial conditions,

PS(0) = 1
PS(1) =1
PS(2) =1

Using this the first few values are —
1,1,1,2,2,3,4,5...

In matrix form, the sequence can be given as —

PSn—S PSn—3 PSn—4
PS"=|PS,_, PS,_, PS,_s
PS‘I‘L—3 PSn—l PSn—Z
Wheren=1,2,3,4.....
For negative values i.e. n<0 the padovan sequence is defined as —
PS(n) = P(n+3) — P(n+1)

Forn=1
010

P§=F 01]
1 10

The inverse is

-1 0 1
PSt=[1 0 0

010
Forn=2

0 01
PS°’=]1 10

011

The inverse is
11 -1
%2:L10 4
1 00
The matrix PS* is equivalent to Fibonacci Q matrix. For any variable y

1 00
PS' X PSY = [0 1 Ol
0 01

2.3 Perrin Sequence

Perrin number are given by recurrence relation as —

PERS(n) = PERS(n-2) + PERS(n-3)
Basically, it is the sequence of integer with the initial conditions,
PERS(0) =3
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PERS(1) =0
PERS(2) =2
Using this first few values are —

3,0,2,3,2,5,5,7,10, 12...
In matrix form, the sequence can be given as —
PERS,_s PERS,_; PERS,_,
PERS" = |PERS,_, PERS,_, PERS,_;

PERS,_; PERS,_, PERS,_,
Wheren=1,2,3,4.....

Forn=1
-3 12
PERS'=|2 -1 1]
13 -1

The inverse is
—2/23 7/23 3/23
PERS'1:[3/23 1/23 7/23]
7/23 10/23 1/23

Forn=2

PERS? =

2 -1 1
1 3 -1
-10 3

The inverse is
9/23 3/23 —2/23
PERS‘Zz[—Z/ZS 7/23 3/23]
3/23 1/23 7/23
For any variable y

1 00
PERS'XPERSY=(0 1 0
0 01

3. Applications of recursive sequence

In this section the applications of recursive sequence with respect to cryptography and with respect to new
dimension of matrix are given. Now as initial message be a digital signal and suppose this message be a sequence of
real numbers as given below —

dy dy as, g, As, dg, Ay, dg, Ag, A10, A11, 12, A13, 14, A15, A1, A17, 18, A19, A0y A215 -+ ----

Now, suppose nine readings are chosen from this sequence of real numbers. It forms a matrix of plain text PT of
dimension 3X3.To form a matrix there can be 9! Permutations.

a9 dag as
PT = [as as ‘14]
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If Per; be the choice of matrix. The direct matrix is the matrix for encryption and inverse of this matrix is matrix for
decryption. For cryptographic key, the variable y is chosen. Generally the key involves three parameters. First is
permutation chosen Per;, the second is variable y and last is recursion type R. The representation of the key is as
follow —

K ={Per,y, R}

The encryption and decryption algorithm with CT(y) as the cipher text matrix is —

IF R = Pell

THEN

[CT]«— [PTI[P,];
[PT]<— [CTI[P."];
ENDIF

IFR=PS

THEN

[CTI+— [PT][PS’];
[PT]«—[CT][PS™];
ENDIF

IF R = PERS
THEN
[CT]<— [PT][PERS];
[PT] «—[CT][PERS];
ENDIF

4. Example

Suppose the plain text to be communicated be —

PT=|6 5 4

3 21

987]

Let the variable y is 1 and recursion type is pedovan, so,
010
PS' = [o 0 1
110
To encrypt our message, first step is to make cipher text by using following statement —

010
0 01

110

9 8 7
CT(y)=|6 5 4
13 2 1

X

= |4 10 5

1 4 2

Now, to decrypt our message, the next step is to make again the plain text from the cipher text by using the
following statement —

7 16 8]
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-1 0 1 7 16 8
PT:10OX4105l
010 1 4 2

9 8 7
':>654l

321

5. Time Computation for Cryptography Procedure

The total time for cryptography process in which, time is calculated for encryption and then for decryption. This is
given as, E; and Dy, respectively.

Fore.g.
Consider a plain text matrix PT = ; i
Choosing recursive type as pell number for n= 1.so0
p= 2 1
10

Applying algorithm, we do encryption as -

e[t 2 )
5

Now, for decryption —

PT = [140 é] X [2 —12]

o [1 2

3 4
This calculation involves total four reading and hence the encryption process includes 1 addition and 2
multiplications to make message as cipher text. Similarly, it is done for decryption process i.e. to convert cipher text
to plain text again. It is given as —
E;=8my X4 ar
D¢ =8m; X 4ar
The total time taken for encryption and decryption is not much as it includes simple mathematical operation. So this
method is an agile method for upgraded cryptography.

6. Performance of Recommended Method
It is very much possible to raise the security of information by using numerous encryption and decryption process.
To encrypt the message, the first step for specific recursion is to pick the variable y and permutation Per.

Also, the cryptographic key is formed with choosing permutation and variable y. Let variable be y; and permutation
be Per;
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The cryptographic key is introduced as —

Ky = {Peri y: ,R}

With the help of this value the encryption matrix would be formed as —

CT,=CT(Per; y; ,R)

Now considering CT; as initial matrix, the next key is formed as —

Kz = {Peri+1,y2 ,R}

Again with the help of this value the next encryption matrix would be formed as —

CT,=CTy(Per;y1,R ;Peri,1 y,,R)

Now considering CT, as initial matrix, the next key is formed as —

Ks = {Peri.2,ys ,R}

Again with the help of this value the next encryption matrix would be formed as —

CT3=CT(Periy1,R ;Peri.1 ¥2,R,Peris,yaR )

And so this process is continuously used for different variable values and random permutations upto n terms.
As the outcome of this repeated procedure, the matrix CT is obtained as CT(K) ,

Where K = {Per;, y1, R; Peris1, Y2, R; Periso, V3, R;...... .. Pery, ¥n, R.}

The inverse of cryptographic key K™ is employed to decrypt the information. The key because of the closure
property is given as —

K™ = {Pery, Yn ,R:Per1,Yn1 ,R; Pelia, Ynas Riveneeeenn. Per;,y: ,R}

7. Conclusions
This paper uses symmetrical cryptography where same key is used. In this paper three recursion types are explained
but any number of recurrence sequences can be used. This also involves higher level of security as it includes three
parameters i.e., first is the power of the matrix, second is the permutation and third is the recurrence type used. Also,
it enhances the security of information as it involves numerous encryption and decryption process. Therefore a more
dependable cryptosystem can be accomplished. Additionally, as size of the matrix increases, more data can be sent
strongly at a time.
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