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Abstract: Distributed Denial of Service (DDoS) attacks along with IP spoofing is a major threat faced by 

networks. The problem is more complicated in case of proxy networks as it is difficult to identify the particular 

attacker node. A perfect novel server-side defense scheme is proposed to resist DDoS attack by identifying and 

blocking the particular attacker node along with provision for IP spoofing detection. A TSL-IP based HsMM 

algorithm and a Hop-count detection algorithm were proposed to detect attackers and spoofed IPs. The approach 

utilizes the TSL behavior of the requesting nodes to identify attacks and IP of the node as a unique identity to 

identify the particular attacker node, which makes the scheme more accurate than existing schemes.  Soft control 

is a novel attack response method proposed in this work. It performs behavior reshaping that tries to converts a 

suspicious traffic into a relatively normal one before rudely discarding them. The Proposed variation in HTTP 

protocol supports for identifying which client is intruder rather than detecting the innocent web proxy. The TTL 

based filtering performs a mapping between IP addresses and their hop-counts to identify spoofed IP packets. 
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I. INTRODUCTION 

  

A proxy server, also known as a "proxy" or "application-level gateway", is a computer that acts as a 

gateway between a local network (e.g., all the computers at one company or in one building) and a larger-scale 

network such as the Internet. Proxy servers provide increased performance and security. A proxy server works by 

intercepting connections between sender and receiver. All incoming data enters through one port and is forwarded to 

the rest of the network via another port.  

 

There are number of proxy-based networks today and there are many problems associated with these 

proxy- based networks. One of the main such problem is the DDoS attacks [13] in proxy-based networks. A Web 

proxy may be turned easily into an attacker by two steps: In the first step the attacker sends attack requests to a Web 

proxy and forces it to forward the attack requests to the origin server. In the second step the attacker disconnects 

connections between itself and with the proxy.  

 

Security is of greater importance in proxy-based networks. Although most of the large-scale official proxies 

are usually configured to be secure, they cannot avoid being abused for the proxy based attacks. This type of attacks 

may bring new challenges to existing network security systems. Motivated by these issues, a novel resisting scheme 

is proposed to protect the origin server from web proxy-based HTTP attacks in this work. The proposed scheme is 

based on network behavior analysis. It maps a Web proxy’s TSL-IP behavior to a hidden semi-Markov model which 

is a typical double stochastic processes model. The output process of an HsMM [14] profiles the observable varying 

process of a proxy-to-server traffic which helps to identify attack behavior and by analyzing the IP it enables the 

detection and blocking of the particular attacker node.  

  

 TSL-IP based HsMM algorithm utilizes the TSL-IP behavior (Temporal and Spatial Locality behavior 

along with a unique client identity IP), which is processed to an HsMM chain. The hidden semi-Markov chain of an 

HsMM describes the transformation of a proxy’s internal behavior states that can be considered as the intrinsic 

driving mechanism of a proxy to server traffic. In such behavior model, detecting the abnormality of a Web proxy 

can be achieved by measuring the deviation between an observed behavior and the Web proxy’s historical behavior 

[15] profile. Long-term and short-term behavior assessment methods are proposed. Long-term behavior assessment 

provides warnings on a large scale whereas the short-term behavior assessment locates abnormal request sequences 

embedded in the proxy-to-server traffic. Here we propose a TSL based behavior analysis with IP based filtering to 

accurately detect the particular attacker client.   

 

 One of the main attacks which arise along with DDoS attacks is the IP spoofing [9][12][26]. When DDoS 

attacks in proxy-based networks arises along with IP spoofing the scene become worse and most of the detection 

mechanisms will fail. The mechanism described above will also fail in such case. So here we are integrating a 

perfect IP spoofing detection mechanism along with above described method to form a new scheme which perfectly 

defends DDoS attack along with IP spoofing. For IP spoofing filtering we use a Hop-count detection algorithm. This 

server side technology can be made implemented in large proxy-based networks. The proposed system will be able 

to be used as an efficient defending mechanism in the server –side against DDoS attack and IP spoofing in proxy-

based networks. 

 

 

II. RELATED WORKS 

 

Traditional defense techniques focus on the network-layer DDoS attacks and use TCP and 

IP properties to discover attack signals arising. Since the HTTP-based DDoS attacks work on the 

application-layer and employ a new attack mechanism, the classical methods designed for the 

network-layer attack are no longer applicable. In such cases there is a need for application-layer DDoS 

detection mechanisms. However there are many schemes existing and some of them are as follows:  

 

In [1], the clients are evaluated by a trust management mechanism, and then the 

application layer DDoS is mitigated by giving priority to good users. In [2], the zombies are 

identified by automatically changing puzzle, and then the HTTP requests of suspected hosts are 

blocked. In [3], a model is proposed to profile the normal access behavior based on four 
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attributes of web page request sequences. The reconstruction error of a given request 

sequence is used as a criterion for detecting DDoS attacks. In [11], the flow correlation coefficient 

was used to measure the similarity among suspicious flows, and then the HTTP-based DDoS 

attacks from normal flash crowds were discriminated by the results of measurement. A 

traceback method was explored for the DDoS attacks based on entropy variations in [10]. In 

[17], user browsing behavior is applied to distinguish the anomalous HTTP requests from those 

of normal users. In [23], a multidimensional access matrix is defined to capture the traffic 

behavior of flash crowds and detect HTTP attacks that mimic or occur during the flash crowd 

event of a popular Web site. 

 

All the above schemes are based on the assumption that the origin server is in direct contact with the 

clients. The case is true in normal networks but is not true in proxy-based networks. Hence based on the above 

mechanisms it is difficult to identify the particular attacker node (not the proxy) in a proxy-based network. In [24], 

the browsing behavior is utilized to form markovian chain using HsMM to identify abnormal proxy. This is a 

scheme meant for proxy-based networks. This scheme in [25] perfectly identifies the attacking proxy but fails to 

identify which client is the attacker. As a result sometimes this method will block innocent proxies. The scheme also 

fails to identify IP spoofing. 

 

Some of the DDoS attacks, such as smurf [9] and Distributed Reflection Denial of Service (DRDoS) attacks 

[12], [26], are not possible without IP spoofing. Such attacks masquerade the source IP address of each spoofed 

packet with the victim’s IP address. Overall, DDoS attacks with IP spoofing are much more difficult to defend. 

There are many router-based and host-based approaches to defend DDoS attacks along with IP spoofing. However, 

these router-based solutions require not only router support, but also coordination among different routers and 

networks, and wide-spread deployment to reach their potential. In contrast to the router-based approach, the host-

based approach can be deployed immediately. Moreover, end systems should have a much stronger incentive to 

deploy defense mechanisms than network service providers. These host-based schemes will fail in case of huge 

proxy networks. 

 

To overcome the demerits of above described schemes, we are proposing a perfect server side defense 

scheme which is capable to identify and defend the particular attacker nodes along with a perfect filtering 

mechanism to withstand the effects of IP spoofing. A hop-count based spoofing detection is used, which is perfect. 

Thus it can prevent DDoS attacks arising along with IP spoofing. 

 

 

 

III. PROPOSED SYSTEM 

  

The aim of the proposed scheme is to provide a security application which accurately detects and blocks 

DDoS attack creating nodes in a proxy-based network. The aim also extends to detect IP spoofing too. The 

application could be easily deployed in the origin server. Here we are proposing two main algorithms, a TSL-IP 

based HsMM algorithm for DDoS attack creating client detection and a Hop-count based algorithm for IP spoofing 

detection. 
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A. ALGORITHMS 

 

A.1. TSL-IP BASED HsMM 

 

 

Input : User request url (Ui) 

Output : Attacker client (IP) 

 

For each page Pi 

 Get all possible links; 

End For 

 Group the possible links to sequence Xi; 

 Insert Xi to db; 

For each url Ui 

 For each sequence Xi 

  If Ui contains any of Xi; 

Add Ui to separate sequence 

Si; 

  End If 

 End For 

End For 

For each separate sequence Si 

 If length(Si) > Temporal/Spatial threshold 

  Mark Si as attack url Ai; 

 Else 

  Delete Si from separate sequence; 

 End If 

End For 

For each Ui and Ai 

 If source(Ui)=source(Ai)&Ui contains any Ai; 

  Identify source as attacker; 

 Else 

  Exceptional condition;  

 End If 

End For 

 

 

A.2. HOP-COUNT BASED FILTERING 

 

Input : Packet P and IP 

Output : Status spoofed or not (G or B) 

For each packet P: 

Extract the final TTL Tf and the source IP 

address S; 

Infer the initial TTL Ti; 

Compute the hop-count Hc=Ti-Tf; 

Index S to get the stored hop-count Hs; 

If (Hc!=Hs) 

 The packet is spoofed B; 

Else 

 The packet is legitimate G; 

End if 

End For 
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B. SYSTEM MODULES 

 

B.1. TRAINING & DETECTION PHASE 

 

The main step involved in the training phase is the attack learning. The attack learning is a complex process 

in which the request sequence characteristics are studied. The main characteristics here we take into account is the 

TSL or the Temporal and Spatial behaviors. The incoming requests are treated as queries which are then compared 

against each attack classes. The request is then assigned with the attack type that provides the best match using 

probability distribution. Then identify the temporal and spatial sequence and their distance. 

  

During the comparison high priority is given to TSL behavior rather than normal behaviors. If any 

sequence found within the distance, that pattern is identified as an attack. If attack is found in the incoming request, 

then perform Temporal & Spatial Behavior Pattern Identifier analysis and organize incoming request as valid and 

invalid sequences. 

 

B.2. SOFT CONTROL MECHANISM  

 

 This includes a soft control scheme which reshapes suspicious request sequence according to normal 

behavior. This process is done by partly discarding most likely malicious request instead of denying entire request 

sequence. This partly discarding is done based on a threshold value which is referred throughout. The request is cut 

into parts based on this threshold value in order to attain reshaping. 

 

B.3. HTTP PROTOCOL EXTENSION 

 

 Design and implement a new HTTP protocol for detecting client based attack instead of Proxy based. 

Modify existing HTTP protocol by adding custom headers in HTTP protocol. These custom headers contain the IP 

of the client when forwarding from proxy server to server. So web server can group request from each client 

separately and easily detect attack based on client IP which is mandatory along with the request sequence. 

 

B.4. ATTACKER CLIENT IDENTIFICATION 

 

The Http protocol extension proposed above will make the IP of the system mandatory when a request is 

given from proxy to origin server. Due to this factor when an attack sequence is identified by the server based on our 

security application, it can also identify from which IP the attack is arising. Thus the attack creating client can be 

identified. 

 

 This method succeeds when normal DDoS attacks arise but when DDoS attacks arises along with IP 

spoofing this client identification fails. Hence we need to utilize an IP spoofing detection technique along with this. 

For that purpose we are using a hop-count based IP filtering too. 
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Fig.1. System Architecture 
 

B.5. HOP-COUNT BASED FILTERING  

 

 The fundamental idea is to utilize inherent network information that each packet carries and an attacker 

cannot easily forge to distinguish spoofed packets from legitimate ones. The inherent network information we use 

here is the number of hops a packet takes to reach its destination: although an attacker can forge any field in the IP 

header, he cannot falsify the number of hops an IP packet takes to reach its destination, which is solely determined 

by the Internet routing infrastructure. The hop-count information is indirectly reflected in the Time-to-Live (TTL) 

field of the IP header, since each intermediate router decrements the TTL value by one before forwarding a packet to 

the next hop. A hop-count based filtering algorithm is proposed for this. 

 

 
Fig.2. IP Spoofing detection 
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The idea behind hop-count filtering is that most randomly spoofed IP packets, when arriving at victims, do 

not carry hop-count values that are consistent with the IP addresses being spoofed. As a receiver, an Internet server 

can infer the hop-count information and check for consistency of source IP addresses. Exploiting this observation, 

HCF builds an accurate IP-to-hop- count mapping table. The table observation help to identify spoofed IPs. The 

attacker client IP identified above in B.5 is matched with the mapping table to identify whether it is spoofed or not. 

Hence it accurately defines the attacker client. 

 

  

IV.CONCLUSION 
 

 The paper proposes a perfect novel scheme for defending DDoS attacks which arises along with IP 

spoofing. This can be easily deployed in origin servers and provides identification of not only the attacker proxy but 

also the particular attacker client. Sometimes IP spoofing causes innocent proxies and clients to be identified as 

attackers but here the IP filtering mechanism will result in an accurate detection of the DDoS attacker. 

 

 The hop-count based filtering is a time consuming and less accurate in case of huge traffic networks. In 

future researches has to be extended to find a more accurate filtering mechanism with less time consumption. 
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