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--------------------------------------------------------------------------------------------------------------------Abstract--- Wireless Sensor Networks (WSNs) are widely used in both civilian and military environments.
WSNs are vulnerable to attacks due to node mobility and resource constrained nature. However, the
communications in WSN might be sensitive and need to be protected from malicious attacks. Traditionally
cryptographic primitives are used for securing communications in WSN. However, the cryptographic
methods used for wired networks may not be suitable for their wireless counterparts directly. In this paper we
proposed a protocol that takes care of secure communications in WSN. The protocol is dynamic in nature. It
supports dynamic key update so as to ensure that the old keys do not be able to compromise security of the
network. The scheme also supports key revocation thus minimizing the impact of compromised nodes in the
network. The scheme is evaluated with NS2 simulations and the results reveal that the proposed scheme is
effective in securing communications in WSN.
Index Terms – Wireless sensor network, security, dynamic key management, key update

---------------------------------------------------------------------------------------------------------------I. INTRODUCTION
Wireless Sensor Networks (WSNs) became popular and used in different applications. For instance, it is used
for monitoring patients, monitoring buildings, monitoring environments, surveillance and so on. In all such
applications, securing communications is very important for many reasons. Many security schemes came into
existence. They are based on cryptography with either asymmetric or symmetric nature. In this paper we
proposed and implement a new scheme that takes care of secure communications with dynamic key
management, key update, and key revocation in a dynamic WSN. The WSN we considered is heterogeneous in
nature as presented in Figure 1. The sensor nodes are grouped into clusters. Each cluster has a cluster head
which has specific responsibilities. The node which has high energy sources is elected as cluster head (CH).
Cluster Node (CN) is responsible to sense data and sends to base station (BS).
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Figure 1 – Heterogeneous WSN

The sink shown in Figure 1 is also known as base station. It receives data from multiple clusters. The cluster
heads only communicate with the base station. The sensor nodes in cluster communicate with cluster head. In
this context, we proposed and implemented a dynamic key management scheme that takes care of secure key
distribution, key update and key revocation.
A key management scheme with two layers was explored in [8] where dynamic key update protocol ensures
the key change from time to time in order to provide high level of security to WSN. Similar kind of work was
carried out in [7] as well. However, these two schemes fail when three are limited resources and the WSN is
well known for its resource constrained nature. More details are in the ensuing sections. The remainder of the
paper is structured as follows. Section II provides review of literature. Section III provides details of the
proposed scheme. Section IV presents the experimental results while section V concludes the paper.
II. RELATED WORKS
Key management is very important in WSN. There key management schemes can be classified into two
categories. They are symmetric and asymmetric. This section provides review of literature on dynamic key
management schemes employed in WSN. A key management scheme with two layers was explored in [1] where
dynamic key update protocol ensures the key change from time to time in order to provide high level of security
to WSN. Similar kind of work was carried out in [2] as well. However, these two schemes fail when three are
limited resources and the WSN is well known for its resource constrained nature. Therefore it is challenging to
make use of such WSN for securing applications in the real world. Identity based PKC and other schemes came
into existence. Especially ID based PKC schemes explored in [3] and [4] in which experiments were made and
concluded that there were not efficient as they cause computational overhead for pairing operations that are
mandatory for security of WSN.
A certificate less key management scheme is proposed in this paper. There are many certificate oriented
schemes such as [5] where KGC is required in order to generate secret values. The benefit of ECC keys was
considered along with secure RSA scheme with 1024 bit length used for security mechanisms. The security
primitives are based on the random oracles instead of standard implementations. Many ECC based schemes
came into existences as explored in [6], [7], and [8]. ECDSA is a scheme [6] which can verify the identity of
cluster head in a heterogeneous network.
According to the explorations provided in [9] and [10], it is essential that a dynamic key management scheme
should have certain security properties as described here. Compromise –reconcile is an important attribute that
ensures that even a node is compromised, the network should not fail to function normally. Even when a node is
captured by hackers, the network should continue functioning well. Impersonation is another important attribute
for security. It does mean that there should be provision to cope with impersonation in which a node acts as
another node illegally. Forward and backward secrecy is essential in order to have compatibility so as to prevent
nodes from using old identities and keys in order to ensure high level of security. These are bet used for
avoiding node-capture attacks.
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III. PROPOSED SCHEME
The proposed scheme is meant for protecting WSN from malicious attacks. The network is secured using the
proposed scheme which takes care of initialization, secure key distribution, key update and key revocation.

Figure 2 – Overview of the proposed scheme

As shown in Figure 2, we implemented attack analyzer which takes care of security issues besides ensuring
that the communications in the network are protected from malicious attacks. The controller sensor nodes and
the attack analyzer work in tandem with each other in order to prevent attacks and promote secure
communications.
IV. EXPERIMENTAL RESULTS
Simulations are made in NS2 for proof of concept. WSN is built with many sensor nodes and a base station.
There is attack analyzer which takes care of attacks and prevents them. The scheme is employed in the network
in order to have secure communications.

Figure 3 – Simulation of WSN showing protocol propagation
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As can be seen in Figure 3, the protocol propagation is simulated with different sensor nodes, base station and
attack analyzer.

Figure 4 – Simulation of WSN showing PKG sharing secret keys
As shown in Figure 4, it is evident that the simulation reveals the PKG generating keys and sharing to nodes
in the network. It also shows the sender and receiver nodes and the functioning of attack analyzer.

Figure 5 – Secure communication between nodes
As shown in Figure 5, there is secure communication established among the nodes of WSN. The attack
analyzer is able to perform its duties in order to have secure communications in the WSN.
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Figure 6 – Secure communication and prevention of attacks
As can be seen in Figure 6, it is evident that the secure communication and prevention of attacks is made
possible with attack analyzer protecting communications between nodes and the base station.

Figure 7 – Comparison of communication overhead
As can be seen in Figure 7, it is evident that the communication overhead of the proposed system is compared
with existing systems. The results revealed that the proposed system outperforms the existing systems.
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Figure 8 – Comparison of CPU utilization
As can be seen in Figure 8, it is evident that the CPU utilization of the proposed system is compared with
existing systems. The results revealed that the proposed system outperforms the existing systems.

Figure 9 – Comparison of delay time
As can be seen in Figure 9, it is evident that the delay performance of the proposed system is compared with
existing systems. The results revealed that the proposed system outperforms the existing systems.
V. CONCLUSIONS AND FUTURE WORK
In this paper we studied the WSNs in the context of dynamic key management. We found in the literature
most of the schemes are either using dynamic WSN or dynamic key management. In this paper we propose and
implement a novel key management scheme which is dynamic in nature and works for dynamic WSN. The
scheme has provision for key establishment, key distribution, key update and key revocation. Thus it can handle
compromised nodes using key revocation approach. The proposed scheme is implemented in NS2 and the
simulations reveal that the scheme is useful for protecting communications in WSN besides making the network
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as attack resilient. This research can be extended further to explore different kinds of attacks explicitly in order
to make it resilient and robust to different kinds of attacks.
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