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Abstract- The common positioning of Automated Fingerprint Identification Systems (AFIS) in law
enforcement and border control submissions has sensitive the need for safeguarding that these systems are
not compromised. Whereas numerous problems associated to fingerprint system safekeeping have been
considered, including the use of phony fingerprints for masquerading personality, the problem of fingerprint
alteration or obfuscation has received very little attention. Fingerprint obfuscation refers to the measured
alteration of the fingerprint pattern by an individual for the purpose of screening his identity. Several cases
of fingerprint obfuscation have been reported in the press. Fingerprint image quality assessment software
(e.g., NFIQ) cannot always identify altered fingerprints since the implicit image quality due to alteration may
not change significantly.
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I. INTRODUCTION

Fingerprint alteration is not a new phenomenon. As early as in 1934, John Dillinger, the infamous bank robber
and a dangerous criminal, applied acid to his fingertips. Since then, there has been an increase in the reported
cases of fingerprint alteration. In 1995, a Criminal was found to have altered his fingerprints by making a „Z‟
shaped cut into the finger and switching the finger skin the two parts (see Fig. 1). In 2009, a Chinese woman
successfully deceived the Japan immigration fingerprint system by performing surgery to swap fingerprints on
her left and right hands [3]. Fingerprint alteration has even been performed at amuch larger scale involving
multiple individuals. Hundreds of asylum seekers have cut, abraded, andburned their fingertips to prevent
identification by EURODAC, a European Union fingerprint system for identifying asylum seekers [2].
Additional cases of fingerprint alteration have been compiled in [2]. The primary purpose offingerprint
alteration [1] is to evade identification using techniques that vary from abrading, cutting, and burning fingers to
performing plastic surgery.Fingerprint alteration constitutes a serious “attack” against a border control
fingerprint identification system since it defeats the very purpose for which the system was deployed in the first
place, i.e., to identify individuals on a watch-list. Fingerprint image quality modules used in mostfingerprint
systems, such as the open source NFIQ (NISTFingerprint Image Quality) software [4], may be useful
indetecting altered fingerprints if the corresponding imagesare of poor image quality or contain very few
minutiae.However, all the altered fingerprint images may notnecessarily be of poor quality or contain a small
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number ofminutiae (see Fig. 1). The goal of this work is to introducethe problem of fingerprint alteration and to
developmethods to automatically detect and classify alteredfingerprints.
The main contributions of this paper are:
1) Compiling case studies of incidents where individuals were found to have altered their fingerprints for
circumventing AFIS,
2) Investigating the impact of fingerprint alteration on the accuracy of a commercial fingerprint matcher,
3) Classifying the alterations into three major categories and suggesting possible countermeasures,
4) Developing a technique to automatically detect altered fingerprints based on analysing orientation field
and minutiae distribution, and
5) Evaluating the proposed technique and the NFIQ algorithm on a large database of altered fingerprints
provided by a law enforcement agency. Experimental results show the feasibility of the proposed approach in
detecting altered fingerprints and highlight the need to further pursue this problem.

Fig. 1. A Fingerprint altered by switching two parts of a ‘Z’ Shaped Cut
TABLE - 1
High Profile Cases of Fingerprint Alteration
Case

Year

Alteration
Type

Description

Criminal Cases
Pattern Type Changed
From Double Loop To
Left Loop
Fingerprint Were
Mutilated By Applying
Acid
Skin From The Chest
Was Transplanted To
The Fingertips
A Finger Print With
Strange Pattern Was
Formed By "Z" Cut

Gus Winkler[2]

1933

Imitation

John Dillinger[5]

1934

Obliteration

Robert J.
Philipps[8]

1941

Obliteration

Jose Izquierdo[7]

1997

Distortion

Marc George[11]

2005

Imitation

Friction Ridge Skin From
Sole Was Implanted To
The Fingertips

A man Arrested
For Vehicle
Theft[12]

2007

Obliteration

Fingers were bitten

Mateo CruzCruz[13]

2007

Obliteration

Gerald Perez[9]

2008

Obliteration

Fingerprints Were
Blackened As A Result Of
Applying Acid
Fingertips With Thick
Stitches

Non - Criminal Cases
A Woman at a
Border
Crossing[11]
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A Surgery Was Performed
On Fingertips To Generate
Strange Fingerprint
Pattern
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A Woman
Attempting To
Evade The
Japanese Border
Control
Systems[15]
Three Peoples
Charged With
Conspiring To
Mutilate
Fingerprints[17]

2009

2010

imitation

Friction Ridge Skins From
Thumbs And Index Fingers
Were Swapped Between
Left And Right Hands

Obliteration

A Physician, A Broker, And
A Patient Were Involved In
A Scheme To Mutilate or
Surgically Remove The
Fingerprints To Conceal
Illegal Aliens From
Detection.

II. TYPE OF ALTERED FINGERPRINT

According to the changes made to the ridge patterns, fingerprint alterations may be categorized into three types:
a) Obliteration
b )Distortion
c) Imitation (see Fig. 4).
For each type of alteration, its characteristics and possible countermeasures are described.

Fig.4. Three types of altered fingerprints. (a) Obliterated fingerprint (e.g., by burning,) (b) distorted fingerprint
(c) imitated fingerprint (simulated by replacing the central region of the original fingerprint with the central
region of a different fingerprint.
A. Obliteration
Friction ridge patterns on fingertips can be obliterated by abrading, cutting, burning, applying strong chemicals,
and transplanting smooth skin. Further, factors such as skin disease (such as leprosy) and side effects of a cancer
drug can also obliterate fingerprints.
B. Distortion
Friction ridge patterns on fingertips can be turned into unnatural ridge patterns by plastic surgery, in which
portions of skin are removed from a finger and grafted back in different positions. Friction skin transplantation
resulting in unnatural ridge patterns also belongs to this category. This type of fingerprint alteration has been
increasingly observed in border control applications. Therefore, it is imperative to upgrade current fingerprint
quality control software to detect this type of altered fingerprints. Once detected, the following actions may be
taken to assist the automated fingerprint matcher: (i) identify unaffected regions of the fingerprint and manually
mark features (i.e., the minutiae) in these regions and (ii) reconstruct the original fingerprint as done by the
latent examiner in the „Z‟ cut case.
C. Imitation
Here, a surgical procedure is performed in such a way that the altered fingerprints appear as a natural fingerprint
ridge pattern. Such surgeries may involve the transplantation of a large-area friction skin from other parts of the
body, such as fingers, palms, toes, and soles (see Fig. 1a and simulation in Fig. 5), or even cutting and
mosaicking multiple small portions of friction skin (see simulation in Fig. 6).
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Fig.5. Simulation of large-area transplantation between two fingerprints:
(a) Original fingerprint
(b) Altered fingerprint by transplanting central area Transplanted fingerprints can successfully evade existing
fingerprint quality control software. If the surgical scars due to the transplantation are small, it can even deceive
in experienced human operators. As long as the transplanted area is large, matching altered fingerprints to the
original (unaltered) fingerprints is not likely to succeed. Plain images captured by fingerprint scanners used in
most border control applications may not be able to reveal the surgical scars in large-area transplantation. But
the large-area transplantation has the risk of being matched to the donor print (if the donor print that is contained
in the database is also searched). Further, reconstructing the original fingerprint is not difficult since
transplantation is generally performed using friction skin of thesame person as in the Marc George‟s case. Small
area transplantation is probably a more complicated surgery. Fig.6. Simulation of small-area transplantation
within a finger. (a) Original fingerprint and (b) altered fingerprint. Simulation is performed by exchanging and
rotating circular regions (marked with the same number) to match the local ridge orientation or just rotating
circular regions (marked with number 2) by 180 degrees
III. PROPOSEDWORK

The success of automated fingerprint identification systems has prompted some individuals to take extreme
measures to evade identification by altering their fingerprints. The problem of fingerprint alteration or
obfuscation is very different from that of fingerprint spoofing where an individual uses a fake fingerprint in
order to adopt the identity of another individual. While the problem of spoofing has received increased attention
in the literature, the problem of obfuscation has not been discussed in the biometric literature in spite of
numerous documented cases of fingerprint alteration to evade identification. The lack of public databases
containing altered fingerprints has further stymied research on this topic. While obfuscation may be encountered
in biometric systems adopting other types of modalities (such as face and iris), this problem is especially
significant in the case of fingerprints due to the widespread deployment of fingerprint systems in both
government and civilian application and the ease with which these “attacks” can be launched. We have
introduced the problem of finger- print obfuscation and discussed a categorization scheme to characterize the
various types of altered fingerprints that have been observed. It is desirable to develop a method that can
automatically detect altered fingerprints. Available fingerprint quality control software modules have very
limited capability in distinguishing altered fingerprints from natural fingerprints. Here we proposed an algorithm
to automatically detect altered (distorted) fingerprints and classify according to its type. The underlying idea is
that altered fingerprints often show unusual ridge patterns.

IV. CONCLUSION AND FUTUREWORK

The proposed algorithm will be tested using altered fingerprints synthesized in the way typically observed in
operational cases with good performance. The current altered fingerprint detection algorithm can be improved
along the following directions:
1. Determine the alteration type efficiently and automatically so that appropriate countermeasures can be taken.
2. Reconstruct altered fingerprints. For some types of fingerprints where the ridge patterns are damaged locally
or the ridge structure is still present on the finger but possibly at a different location, reconstruction is indeed
possible.
3. Match altered fingerprints to their unaltered mates. A matcher specialized for altered fingerprints can be
developed to link them to unaltered mates in the database utilizing whatever information is available in the
altered fingerprints.
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