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Abstract— Wireless Sensor Networks (WSNs) are playing a fundamental role in emerging
pervasive platforms that have potential to host a wide range of next generation civil and
military applications. Since WSNs are made up of numerous low-cost and small devices
and usually deploy to an open, unprotected and hostile environments, it is vulnerable to
security threats and susceptible to physical capture. Thus, it is necessary to use effective
mechanisms to protect the network. Intrusion detection system is one of the major and
efficient defensive methods against attacks on wireless sensor network. Sensor networks
have different characteristics and hence security solutions have to be designed with limited
usage of computation and resources. In this paper, the architecture of hybrid intrusion
detection system (HIDS) is proposed for wireless sensor networks. In order to get hybrid
scheme, the combined version of Cluster-based and Rule-based intrusion detection
techniques is used and eventually evaluated the performance of this scheme by simulating
the network. A prevention mechanism is used to counteract well-known attacks. The
simulation result shows that the scheme performs intrusion detection using hybrid
technique and detection graph shows ratings like attack rating, data rating and detection
net rating with the attack name and performs better in terms of energy efficiency and
detection rate.
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