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Abstract— Cloud computing is the use of computing resources like hardware and software that are delivered
as a service over a network. It confides remote services with a user's data and software. It enables a user to
do large amount of storage and large amount of computations. Due to which data security in cloud becomes
an important issue. Data access control provides the security of data in the cloud. The large amount of data
outsourced in cloud servers. The data access control becomes a challenging issue in cloud storage systems.
Basic models includes DAC (Discretionary Access Control), MAC (Mandatory Access Control), RBAC (Role
based access control), task based access control (TBAC) and ABAC (Attribute Based Access Control) model.
Risk based access control method is also used in multilevel organization. Security of data as well as services
& privacy of users are important in cloud computing environment. Access Control methods provide an
effective way to ensure that authorized user’s access the data and the system. In this paper we have discussed
various features of access control methods for cloud computing environment.
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I. INTRODUCTION

Cloud computing is an emerging technology whose growth is on a rise and is being widely adopted by
various IT conglomerate companies such as Google, IBM, Salesforce.com. It combines many technologies such
as utility computing, grid computing, virtualization, etc.. Cloud computing leverages the advantages of these
technologies and provides many benefits that include low investment cost, large storage, faster computations,
virtualization, etc. Users store and share their data and information on the cloud and are able to access it from
anywhere, anytime on a pay-per-use basis. Since the cloud service provider uses the multi tenancy model [24],
the outsourced data in it is accessible to multiple users. Thus, there is a high threat to the security of outsourced
data in the cloud. Also, the cloud service providers and the data owners are most likely to be in different
domains.

Therefore, there is a great need for providing security against these untrusted service providers. Each of these
technologies has its own security mechanisms to ensure security and privacy of the user’s data. However,
security mechanism of one technology cannot be applied to cloud computing as a whole. Protecting the data
from the malicious users in the cloud is of utmost importance. Data can be secured and protected by ensuring
that only the authenticated and authorized users access it. One of the solutions for providing security and
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privacy to the data is through the use of access control mechanisms. Access control is a fundamental aspect of
information security that is directly tied to the primary characteristics such as confidentiality, integrity and
availability.

Cloud computing service providers are expected to provide the following basic functionalities from the
perspective of access control: (i) Control access to the service features of the cloud based on the specified
policies and the level of service purchased by the customer. (ii) Control access to a consumer’s data from other
consumers in multi-tenant environments. (iii) Control access to both regular user functions and privileged
administrative functions. (iv) Maintain accurate access control policy and up to date user profile information. In
this paper we have compared various access control mechanisms and identity & access management
mechanisms in cloud environment.

I1. BASIC ELEMENTS OF ACCESS CONTROL

The purpose of access control is to restrict access by an accessing subject to an accessed object and to make
information resources accessible within the legal scope [20]. There are basically three components in the access
control model: subject, object and access control policy. The subject is an active entity that makes the access
request and, therefore, is the initiator of the access action. The object is a passive entity that receives access to
other entities and, therefore, is the recipient of the access action. Access control policy is the set of access rules
of the subject to the object. Fig 1 shows, the main elements and the process of making authorization decisions
through access control [12]. The access matrix model uses a matrix to describe the access control policy of a
system [8]. Lampson first abstracted the problem of access control and proposed a formal representation that
uses the subject, the object and an access control matrix [17]. In the model, the object is accessed by the subject
and the system uses the notion of a reference monitor to control access based on the access matrix.
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Fig. 1: Process of access control mechanism.[12]

Access control strategy is the main strategy of network security for the prevention and protection of objects
with the goal of ensuring that network resources are not illegally used or accessed. There may be multiple access
control policies in an access control system. When the subject, the object, and the authority of access control are
subordinates to different access control strategies, it may lead to conflict of access control policies, which in turn
leads to inconsistent system behavior and result in lower inefficiency and accuracy of the access control. There
are definitely more security issues such as access control vulnerabilities.

We have done an in-depth requirement analysis to find the fundamental access control requirements for cloud
computing [2]. They are given below —

a)  Dynamic performance and mobility features [15].
b)  Authentication [22].

c)  Trust [15].

d)  Scalability [4].

e)  Heterogeneity [16].

f) Quality of service [11].

g) Interoperability [23].

h)  Flexibility in attribute management [13].

i) Virtualization and sharing of physical resources [18].
j) Transfer customers’ credentials across layers [18].
k)  Assign and ease of privileges [9].

)} Delegation of capabilities [26].

m)  Auditing [11].
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n)  Policy management (add, delete, change, import, and export)
0) Flexibilities of configuration [9].
p)  Operational and situational awareness [5].

Identity and access management is one of the best practices to measure on cloud services. Presently, Identity
and Access Management (IAM) provides effective security for cloud systems. IAM systems perform different
operations for providing security in the cloud environment that include authentication, authorization, and
provisioning of storage and verification. Taxonomy of cloud service security in various fields are given in Fig 2.

A typical organization's security framework provided by IBM represents that, the organization’s security
policy should be driven by one of the important security controls that is identity and access management [29].
Identity and access management should ensure that only valid users can have authorized access to the corporate
data that can reside across applications. The users accessing the cloud can have various roles such as developer,
administrator, IT manager, quality approver, and others, or they may be outside the enterprise such as partners,
vendors, customers, and outsourced business or support staff. Beach [25] has presented a governance model
which is based on Role-based Access Control (RBAC) policies, enabling dynamic modification of access rights
associated with data objects based on activities and responsibilities (“roles) within a virtual enterprise, assigned
to subjects within the system.
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Figure 2: Taxonomy of cloud services security [21]

I11.RELATED WORK IN THE FIELD OF ACCESS CONTROL METHODS

Cloud computing technology had developed extensively over the past decade. Most of the organizational
computing and data storage had moved on to the cloud environment. Researchers are conducting extensive
research to improve cloud computing environment. They are focusing on the virtualization, cloud security,
networks, QOS. Cloud computing is a Utility model with high availability and reduced operational cost with
higher flexibility and provides services on demand. [3]. Cloud consumers are not required to purchase any
additional hardware and software. Cloud service provider (CSP) must ensure the security of the data and
services hosted by customers/clients on the cloud. One such popular technique to restrict access to the stored
data is through “access control”. Access control techniques ensure confidentiality of the data by restricting
access only to the authorized users [28].
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Figure 3: Functional view of main access control methods [21].

Access control means the selective restriction of access to data, service or resource. Accessing a resource
means consuming, updating, or using. Authorization is the privilege given to access a resource. For traditional
systems, various access control models are proposed. List of basic models includes DAC (Discretionary Access
Control), MAC (Mandatory Access Control), RBAC (Role based access control), task based access control
(TBAC) and ABAC (Attribute Based Access Control) model. These basic models are not sufficient for the
dynamic cloud environment [28][14]. Functional view of MAC, DAC, RBAC, ABAC model is shown in Fig 3.

Summary of various access control mechanism, security aspects and their issues are shown in Table 1:

TABLE
SUMMARY OF VARIOUS ACCESS CONTROL MECHANISM
Mechanism Security aspects Issues
MAC Application owns the individual access permissions Unauthorized access, over
classification of data, difficult to implement,
DAC Access rights to an application is owned and controlled Trojan horse susceptibility,
by another application Flawed software, Information
flaws, Malicious attacks
RBAC Access rights and privileges to multiple applications are | Administrative issues, data
bundled as an organizational role abstraction issues, Real-time
issues
ABAC Access rights and privileges to an Delegation issues, administration issues,
application determined based on Subject, Object, Policy | auditability and scalability
and Environmental Attributes issues

Customer/client loses ownership on cloud-stored data. Encryption based access control models are proposed
for cloud computing environment. These access control models restrict unauthorized access by the third party
and even by cloud service provider.

In Attribute-Based Encryption (ABE) model user is allowed to access the data using user attributes [1]. The
private key and secret key are generated using user attributes. Private keys are shared with consumers satisfying
data owner defined access policy. Data owner defines access policy based on user attributes. User having the
private key only can decrypt the cipher text. The major disadvantage with ABE is that the data owner has to use
the public key of all the users to encrypt the data for storage on the cloud.

To overcome the said problem various access control models are proposed based on ABE. We will be
discussing few of them. In Key policy Attribute-based Encryption (KP-ABE) access control model cipher text is
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associated with a set of user attributes and the private key is associated with access structure [1]. The user can
decrypt the cipher text only when the associated attribute set satisfies the access structure.

In Ciphertext-Policy Attribute-Based Encryption (CP-ABE) model cipher text is associated with access
structure and the private key is associated with a set of user attributes [19]. A user can decrypt the cipher text
only when the user attributes satisfies the access structure associated with the ciphertext. In risk based access
control, they will deal with risk parameters [7].

Lakshmi et al [16] implements risk based access control. They have taken into consideration several
parameters that assess the individual's risk. Access is provided to the user only if his/her risk value is lesser than
the threshold risk. Therefore, any possibility of insider threat such as buffer overflow and session hijacking
attack is tackled before it occurs. According to them their model allows a maximum risk of 70% which means
that even at the worst case scenario, 30% of the data is still secure. There is a huge potential for future
enhancement.

In this research work, they have considered risk parameters and calculated two types of risk i.e. Current risk
value and Threshold risk value. The effectiveness of module has been demonstrated through example which
clearly blocks the inside attackers. The module considers risk level with respect to various parameters and
calculates the required computations using simple equations. Also, the risk parameters can be adopted as per the
organizational requirements. This proposed module is static in nature. The dynamic and adaptive risk based
access control modules require slight modification and enhancement of the static risk based access control since
it is the foundation for working of the two.

Usually, researcher uses eight parameters to calculate the final risk value - Year of Experience, Designation,
Defect Level, Referal Index, Location Index, Time Index, Appraisal Factor & Probationary Period[7]. Wided
Ben Daoud et al proposes the use of risk and role based dynamic access control for preventing intrusions
targeting the cloud computing, where the main enhancement of the proposed procedure is that access decision is
mainly based on the resources available in the cloud services providers. This model allows the discard of non-
authorized users based on a computed and updated risk metric, which allows preventing intrusions targeting the
cloud network. The basic idea behind this model is to enhance the security of the access control procedure in
cloud system. By implementing RBAC combined with the concept of risk and trust[27]. Table 2 shows contrast
results of common access control methods on various factors [6].

TABLE 2
COMPARISON OF COMMON ACCESS CONTROL METHODS [6]
Factor MAC DAC RBAC TBAC ABAC
Security Y N N N N
Confidentiality Y Y N N N
Flexibility N Y Y Y Y
Minimum privilege Y N Y Y Y
Duty separation Y N Y Y Y
Description Y Y Y Y Y
Granularity Y Y N Y Y
Constraint Y N Y N Y
Dynamic N Y N Y Y
Compatible N Y Y N Y
Expansibility N Y N Y Y
Management Y N Y N N

IV.CONCLUSIONS

Cloud computing is an emerging technology that is currently the most reliable system to store and secure
information. Even though cloud based system has numerous benefits, it has some issues associated with security
of the stored data.  In this paper, we have analyzed different articles that examine the access control
mechanisms used in cloud computing according to the NIST standards and compared and classified processes of
these articles.

Access control for intrusion prevention is a basic condition of any information system. It is already becoming
a hot topic in the field of services security. Thus, there are several models, methods, and technologies
capabilities deployed to offer adequate access control systems. Furthermore, although MAC and DAC are the
most trustworthy models amongst the systems that were examined, they were not preferred on their own because
of the flexibility of MAC and the low security of DAC relative to MAC. The research in the literature shows
that the most used model is RBAC.
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