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ABSTRACT: One of the basic security element in cellular networks is the verification procedure 

functioned by means of subscriber identity module that is necessary to give access to network services 

and hence secure the network from unauthorized usage by implementing different types of parameters. 

The large amount of computing power available in modern clustered HLRs, it is also essential to 

consider the counter-intuitive result summarizes and showing that the more busy the HLR is, the more 

difficult is disrupting its services. The cellular infrastructure as a whole and thus in the measure 

needed by its defense, namely: 1.The complexity and the high level of programmability of latest mobile 

phones and 2.The interconnection between the cellular network and the internet. The awareness of this 

attack can be exploited by many applications both in security and in network equipment 

manufacturing sectors. 

KEYWORDS: Mobile Security, Authentication, DOS, UMTS, Subscriber identity module, critical 

infrastructure, Parameter turning 
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I. INTRODUCTION 

                MOBILE phones based on cellular networks are one of the most successfully deployed technologies of the 

last decades and coverage of cellular networks in the world has generally become persistent. Both an effect and a 

cause of this success may be seen in the evolutional cycle of the network technologies. In this state, mobile 

communication networks have gained the role of critical infrastructure for the global community like transport or 

electricity so that many individuals and business activities relying on them for their day-to-day operations. The 

complexity of the mobile network structure may hide both unknown and known vulnerabilities that proper analysis 

tools and formal techniques can unveil. Within protocol-specific vulnerabilities, the same network complexity may 

also hide potential performance bottlenecks in signalling protocols or control applications components that can be 

broken by several kinds of Denial of Service (DoS) attacks in order to tear down critical service subsystems or 

overcome them with large number of requests, arduous the resources needed to ensure network operations. The 

effect, in terms of coverage, of DoS attacks gradually increase when moving from physical (i.e., using a radio 

jammer) towards the upper layers (i.e., affecting application-level subsystems serving large portion of the cellular 

network). The potential impact of these attacks on mobile phone networks has not been sufficiently assessed and 

needs further study. 

                  To this aim, this work, by focus on the node attachment procedure in Universal Mobile 

Telecommunications System (UMTS) infrastructures, shows that it is possible to accumulate a full-fledged DoS 

attack potentially capable of shutting down large sections of the network coverage without the need of hijacking or 

controlling actual users’ terminals, as well as that the number of devices necessary to make such an attack effective 

is limited to a few hundred ones. The presented attack does not require the use of real mobile handsets equipped 

with valid Subscriber Identity Module (SIM) modules and needs only a limited number (a few hundreds) of UMTS 

radio interfaces, ultimately located on a single ad-hoc device.                                               

                                                 
II. INTRODUCING THE UMTS NETWORK 

                  Universal Mobile Telecommunications System (UMTS) is a major update to GSM standard which worth 

it the third generation (3G) epithet. Instead of other GSM updates like GPRS and EDGE, UMTS requires new base 

station equipments and new frequency band for its operation. In respect to 2G technologies it is characterized by 

greater spectral efficiency and higher throughput bandwidth ranging from 348kbps of first UMTS release, called 

R99, to actual 42Mbps of HSPA+. Bandwidth increment is also what drives marketing during early stages of this 

new technology; great emphasis has been posed by MNOs on services like mobile TV and video calling but their 

effort has not really been appreciated by end user: in fact, nowadays the main utilization of 3G networks is for plain 

internet access. 

 

UMTS introduction highly affects the radio access portion of the network, the core part, on the other side, remained 

the same as in GSM/GPRS in order to facilitate the switch from old technologies to the new one. A typical 

GSM/UMTS Public Land Mobile Network (PLMN) consist at least of the infrastructures depicted. It is mainly split 

up in three different portions: 

 the Mobile Station (MS) or User Equipment (UE); 

 the Radio Access Network (RAN) which is called GSM/EDGE Radio Access Network (GERAN) or 

UMTS Terrestrial Radio Access Network (UTRAN) based on the used technology; 

 The Core Network (CN) or Network Switching Subsystem (NSS) with fully separated packet and circuit 

switched domains. 
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Fig.1. Structure of UMTS network 

 
 

III. DDOS 

                 Distributed denial of service (DDoS) attack aimed at cloud computing is some sort of malicious activity 

or a typical behavior, which cooperate the availability of the server’s resources and prevents the legitimate users 

from using the service. DDOS attacks are not meant to alter data contents or achieve illegal access, but in that place 

they target to crash the servers, generally by temporarily interrupting or suspending the services of a host connected 

to the Internet. DOS attacks can occur from either a single source or multiple sources. Multiple source DOS attacks 

are called distributed denial-of service (DDOS) attacks. 

 

 
                         Fig.2. Architecture of DOS 

 



V. Palaniyappan et al, International Journal of Computer Science and Mobile Computing, Vol.3 Issue.9, September- 2014, pg. 619-626 

© 2014, IJCSMC All Rights Reserved                                                                                                        622 

A. Types of DDOS Attacks 

 
        DDOS attacks can be classified into generally three types: 

 Volume Based Attacks - This type of attack includes UDP floods, ICMP floods, and other spoofed packet 

floods. The aim of this attack is to inundate the bandwidth of the attacked site. 

 Protocol Attacks - This type of DDOS attack consume the resources of either the servers or of 

intermediate communication equipment, such as routers, load balancers and even some firewalls. Some few 

examples of protocol attacks include Ping of Death, SYN floods, Smurf DDOS, disjointed packet attacks. 

Protocol base attacks are usually calculated in Packets per second. 

 Application Layer Attacks - Perhaps the most dangerous type of DDOS attack, application layer attacks 

are consist of seemingly sensible and effortless requests. The focus of these attacks is to crash the web 

server. Application layer attacks include Zero-day DDOS attacks, Slowloris, DDOS attacks that target 

Apache, Windows or Open BSD vulnerabilities. The Application layer attack is calculated in Requests per 

second. 

 
IV. RELATED WORK 

                For some reason each new radio access technology has to be deployed alongside existing ones, leading to 

hybrid architecture where some network components are shared among different technological infrastructures. All of 

these aspects represent a significant increase in the dangerousness of the attack when compared to the existing one 

and can make the described devices on attractive target also for the cyber-warfare or cellular network production 

industry. 

              Attacker Model: Signaling–oriented DoS attacks that can affect both UMTS and UMTS/WLAN integrated 

systems. 

              Black hole attack Model: An attacker with a false BS equipment moves close to its target victims. The 

victim is connected to its fake equipment the attacker would simply drop every packet that is transmitted from and 

towards the UE. This could be described as a variation of a black hole attack and could be conceived as the higher 

layer equivalent of radio jamming. 

             SIM: Attack does not require the use of real mobile handsets equipped with valid Subscriber Identity 

Module (SIM) modules and needs only a limited number (a few hundreds) of UMTS radio interfaces. 

                 EIR: The IMEI is checked against the equipment identity register (EIR), in order to banish stolen or out-

of requisites hardware from the network. In order to avoid its use as a way to track users in their movements by 

unlawfully eavesdropping radio traffic, another identifier called Temporary Mobile Subscriber Identity (TMSI). 

                 To overcome the demerits of above described schemes, we are proposing a avoiding the usage of device 

in possession of unaware users, measuring the time delay by assigning the different types of parameter values. 

 

V. ANALYSIS OF AIR INTERFACE 

                Now analyses the peculiarities of GSM and UMTS air interface protocols to evaluate their limits in terms 

of number of attach requests sent to the base station per second. In this process the only device communicating with 

the target cell. 

     
A.1. GSM AIR INTERFACE 

 

            The GSM air interface has been designed to take advantage Of both Frequency Division Multiple Access 

(FDMA) like previous 1G technologies and Time Division Multiple Access (TDMA). Multiple frequencies are 

mainly used to boost cell capacity in terms of concurrent calls, time division and different carrier frequencies that 

the MS swipes during its boot-up procedures. This particular air resource. 

     

A.2. UMTS AIR INTERFACE 

 

                UMTS is a mobile cellular system designed to remove GSM inefficiencies related to synchronization 

between all devices in the RAN. For this reason it substitutes the TDMA protocol with a particular form of Code 

Division Multiple Access (CDMA) that is Wideband CDMA (W-CDMA), which allows Node B to transmit 

simultaneously to multiple mobile phones on the same carrier frequency as long as different channelization codes 

are used. This codes also known as Walsh Hadamard sequences are multiplied with the bit sequence coming out 
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from the channel coding block: the resulting sequence has an higher rate than the input one and UMTS specification 

fixes it at 3:84Mcps where the c" stands for chip. 

   
A.3. UMTS ATTACK LIMITS 

 

              The complete UMTS location update procedure is very similar in its phases. The first message that deviates 

from a standard location update flow is the same as in GSM, that is, the authentication response message. Unlike 

GSM, however, this time the attacker has to reply to the authentication request with a wrong challenge response 

SRES because, at this stage, the UMTS protocol stack does not allow a MS-initiated connection release: neither at 

RRC layer [2], nor at RLC one. 

 
 

Fig.3. Message exchange between MS and Node B during the attack 

    

VI. PROPOSED WORK 

                The aim of the proposed scheme is to provide a security application which accurately detects and blocks 

DoS attack creating nodes in a UMTS network. The aim also measures the time delay by assigning the different 

types of parameter values. The application could be easily deployed in the network. Here we are proposing two main 

algorithms, UMTS integrity algorithm use to compute message authentication code and AKA algorithm used for 

authentication process. 

 

A. ALGORITHMS 

 

A.1. AKA ALGORITHM 

 

             In the attach procedure CN may require MS' authentication: this is the case when, for example, IMSI is used 

as identity declaration. The authentication process begin with MSC asking HLR authentication information for a 

given IMSI;HLR verify the presence of the IMSI in its database and, aided by AuC, generates a random RAND, 

which is processed by digest algorithm along with the IMSI's private key Ki thus obtaining an expected response 

XRES and a ciphering key Kc. (RAND, XRES, Kc) is the authentication triplet sent back to MSC which, in turn, 

sends RAND to mobile and receives back SRES as a response: MSC finally claims the user as authentic if and only 

if XRES = SRES. All the computations on the MS side is performed by the SIM card which is the only other 

element, apart from HLR, that knows both the digest algorithm and the private key Ki. 
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A.2. UMTS INTEGRITY ALGORITHM 

 

             The purpose of the integrity protection is to authenticate individual control messages. The integrity key IK is 

generated during the authentication and key agreement procedure, similarly as the cipher key CK. The integrity 

protection mechanism is based on the concept of a message authentication code. This is a one-way function, which 

is controlled by the secret key IK. The algorithm for integrity protection is based on the core function as the 

encryption. 

 

B. SYSYEM MODULES 

 

        B.1. UMTS NETWORK 

       B.2.ATTACKING THE UMTS NETWORK 

      B.3.ASSESSING THE UMTS RADIO INTERFACE 

     B.4.DOUBLING THE ATTACK POWER USING SIMS 

    B.5.PARAMETER ASSIGNMENT 

 

Fig.4. System Architecture 
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VII. CONCLUSION 

                 In this paper explores the scope of the UMTS based DoS attack. The classification of UMTS based DoS 

attack and some detection technique. An evaluation on DoS attack was discussed. In order to cope with the above 

timing limits, we envisioned an ad-hoc attacking device, equipped with multiple UMTS radio interfaces and no SIM 

modules. The Subscriber Identity Module is required to grant access to network services and hence protect the 

network from unauthorized users by assigning different types of parameters. 
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